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Introductions

* About the speakers: Ken Zalevsky and Anita D’Amico
o Background
o Interestin SBOMs

* About the audience:
o Interest in SBOMs
o Verticals
o What you hope to learn
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Motivation for SBOM Generation and Management

« EO14028: Executive Order on Improving the Nation's

Cybersecurity

« SBOMs required for all (hon-open source) software acquired by US
government

* DHS CISA Attestation: Mandates for adherence to
Secure Software Development Framework (SSDF)

* FDA Guidelines: Compliance requirements for medical devices Executive_o,-dé‘léa1mproying@
Nation’s Cybersecurity

* October 2023: FDA’s cybersecurity requirements for all cyber device
manufacturers seeking FDA approval

* Emerging U.S. Hospital Regulations:
* Anticipated new regulations impacting
SBOM management in hospitals

www.cotopaxiconsulting.com
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Software Bill of Materials (SBOM)

* Comprehensive inventory of ingredients in Minimum data in SBOM
software used in an application or device Supplier name
: Component names
* Usually generated by the product’s team as A —
part of the software development process component
(Source or Build SBOMs) Dependencies on each

component
Author of SBOM

e Can also be generated post deployment
(Deployed SBOM) Other unique identifiers

* Delivered to consumer of product in SPDX, Time stamp
CycloneDX or SWID standard formats

Types of Software Bill of Material (SBOM) Documents, published by CISA, 2023. https://www.cisa.gov/sites/default/files/2023-
04/sbom-types-document-508c.pdf

The Minimum Elements for a Software Bill of Materials (SBOM). Published by US Dept of Commerce and National Telecommunications and Information
Administration (NTIA). July 2021. https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf

: : |
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Build SBOM (SPDX)

SPDXVersion: SPDX-2.1
Datalicense: CC0-1.0
DocumentNamespace: http://www.spdx.org/spdxdocs/8f141b09-1138-4fc5-aecb-

fcl@d%acleed

SPOXID: SPOXRE{-DOCOMENT Minimum data in SBOM
## Creation Information a

Creator: Person: Gary 0'Neall

Cremeer: Josbioncirri aoreas (G ree Author of SBOM

LicenselistVersion: 3.2

## Relationships

Relationship: SPDXRef-DOCUMENT DESCRIBES SPDXRef-1 e
#2# Package Infomatioe

PackageName: GNU Tim

SPDXID: SPDXRef-1

PackageVersion: 1.9 o
PackageFileName: time-1.9.tar.gz 6 DependenCIeS

Time stamp

PackageSupplier: Organization: GNU

PackageOriginator: Organization: GNU

PackageDownloadLocation: https://ftp.gnu.org/gnu/time/time-1.9.¢t gz
PackageVerificationCode: 4cc80bb8bc16caa2a44446bb6354fcf171bb55é
PackageChecksum: SHA1l: 7506Bc¢26abbed3ad3980685bae21d7202d288317
PackageHomePage: https://www.gnu.org/software/time/
PackagelLicenseConcluded: (GFDL-1.3 AND GPL-3.@-or-later AND LicenseRef-1)
## License information from files

PackagelLicenseInfoFromFiles: X11

PackagelLicenseInfoFromFiles: GPL-2.0-or-later WITH Libtool-exception
PackagelicenseInfoFromFiles: GPL-3.0-or-later

PackagelicenselnfoFromFiles: LicenseRef-1

PackagelLicenselnfoFromFiles: GFDL-1.3

PackagelLicenseDeclared: GPL-3.0-or-later

PackagelLicenseComments: <text>Several files contained a GPL 2.0 or later
license. Since they were linked to a GPL 3.0 package, GPL 3.0 was used.</
text> - - ope
PackageCopyrightText: <text>Copyright (C) 1998-2018 Free Software Foundation, Unlque identifier
Inc.</text>

PackageSummary: <text>The 'time' command runs another program, then displays
information about the resources used by that program.</text>
PackageDescription: <text>The "time' command runs another program, then
displays information about the resources used by that program.</text>

Component Name

Component version

Supplier name

www.cotopaxiconsulting.com www.vigilant-ops.com
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SBOM Lifecycle Management aka SBOM Operations

What you do with an SBOM
* Actions taken largely after initial SBOM generation
* By software producer, distributor and consumer

* To impact software security, supply chain transparency, regulatory and
license compliance, procurement processes

Dynamic, Multi-Player Ecosystem
* Spans lifecycle of software: production, release, deployment, maintenance

« SBOM management users: software release engineers, AppSec teams,
PSIRTs, risk/compliance teams, procurement, consumer’s security team,
incident responders

www.cotopaxiconsulting.com www.vigilant-ops.com
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SBOM'’s Lifecycle: Three Major Stages

> Produce Share Consume >
Generate SBOMs:
Source, Build, Deployed..
Import SBOMs
/ \ Secure W
Repo
/
, SBOM Software '
Software Production , . C ti
Dissemination onsumpton
N |
Tailori l
K g B _al_or_lrng i : 4/
Enriched Merge Legal, GRC,
ch;rt;:I;ISsz, SBOM Multiple Vendor Mgt...
EOL... —SBOM __ =SB0
M I
—
Discover Disposition Patch Monitor I Alert
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Who Cares? Industries and stakeholders most actively managing SBOMs

> Produce Share Consume >
Critical Software Consumers

Software Producers « Healthcare
= Medical device manufacturers « Financial services
» Financial services .

i = US government agencies
" USgovernment suppliers = B2B enterprise software
= B2B enterprise software

P Producers =  Manufacturers who integrate

=  Automotive manufacturers

Stakeholders
= Software release engineering
= Product security

= Risk/compliance
kField service reps

= Jol, e.g., heating, security sensors

Near future: 3" party
clearing house for

SBOM storage
dissemination

>

www.cotopaxiconsulting.com

products

Stakeholders

= Procurement

=  Security teams

= Vendor compliance
Development

supplier software into

/
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Why Do They Care? Sample use cases deriving benefits of SBOM management

> Produce

Share Consume >

Differences between
software builds or versions

Security risks from
component
vulnerabilities

Critical
component
usage

Policy
compliance

www.cotopaxiconsulting.com

Pre-purchase
security, licensing,
compliance risk
assessment

Continuous update &
vulnerability monitoring

Software EOL alerts

Incident
response

Vendor risk
management
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Why Do Medical Technology and Healthcare Care? Sample use cases

> Produce Share Consume >

Field servicing

: medical devices
leferencEes betweefl and drift detection
software builds or versions
Pre-purchase

security, licensing,

Licensing risks o e
assessment

Security risks from
component

cress Continuous update &
vulnerabilities

vulnerability monitoring

Critical

component Incident
usage response
Vendor risk
management

Policy
compliance

FDA pre-approval or Continuous monitoring of

new or updated vulnerabilities in medical
medical devices devices and software

Software EOL alerts



. Essential SBOM Advanced SBOM Vulnerability Monitoring/
SBOM Management/Operatlons Management Operations Management
> Produce Share Consume >
Generate SBOMs:

A 4

Source, Build, Deployed..

Import SBOMs
Verify Verified %a | Consume
! . | SBOMs

Content/ "I SBOM >
Repo
Interface to Dev Formats — P | Purchase/ J > Query
Environment A 4 | Acquire S/W
Compare |« 7y .
» Compare
v |
VD, Analyze BISkS: Analyze
Other Security, License, Risks
sources Compliance...
\ 4 _— e
Enrich, Tailoring | External
Augment 1 —_-——— = Interface:
Enriched Merge Legal, GRC,
Reports: VEZX, SBOM Multiple Vendor Mgt...
VDR, MDS?, o
EOL... SEOM SBOMs
I |
Discover Disposition Patch | Monitor I Alert
/

\ / . :
Pre and Post Deployment Vulnherability Monitoring




Essential SBOM Management

Basic Functions for Production, Dissemination and
Consumption of SBOMs
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Essential SBOM
Management

SBOM Management/Operations

> Produce Share Consume

Generate SBOMs:
Source, Build, Deployed..

Import SBOMs

Verify Ve Q
Content/ » Secure |, | Consume

| _seoM Repo | SBOMs

\ 4

Formats




Typical Requirements

Essential SBOM
Management

> Produce
Generate SBOMs: ..
Source, Build, Deployed.. NTIA minimum elements
Import SBOMs * Transitive dependencies

* ImportJSON, Verify Verified
XML, CSV Content/ SBOM
* Import SPDX, Formats
CDX, SWID

* Convert formats

* Generate Source or Build SBOMs in CI/CD pipeline

* CycloneDX, SPDX, SWID standard formats

* Verify NTIA elements

* Verify SPDX, CDX or
SWID formats compliance
* Industry-specific:
Review and approve SBOM
workflow, with audit logs

Secure
Repo

* Generate Deployed SBOMs in
production and operations

Consume
SBOMs



Transitive Dependencies

— CE Software Component

Transitive Dependencies

e = |ndirect component relationship

= |[fA>Band B>Cthen A>C

. _ = Vulnerabilitiesin Cimpact A
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Difference between Build and Deployed SBOMs

> Produce Share Consume >
Generate SBOMs: Envi':::ient Deployed Device Remotely Generate
Source, Build, Deployed.. SBOM SBOM Deployed SBOM
Import SBOMs Software as Built Software as Deployed

Verify Verified
Content/ SBOM common.beanutils [ty CSOS(S)LIIVIme
Formats Library 1.9.2 Repo s

hibernate-core

Build SBOM Library 5.3.15 Final

= (Generated during the
software development

lifecycle

Environment

httpcore Library
Components, FWRE
packages, and

libraries included in

the software

www.cotopaxiconsulting.com www.vigilant-ops.com
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Difference between Build and Deployed SBOMs

> Produce Share Consume >
Generate SBOMs: .B"'“d Comprehensive Deployed Device Remotely Generate
Source, Build, Deployed.. 2 SBOM SBOM Deployed SBOM
’ ’ SBOM eploye
Import SBOMs Software as Built Software as Deployed
C:Jlﬁ:i::t/ Verified common.beanutils Consume
SBOM pRESE SBOMs

Formats Library 1.9.2

-
Red Hat Enterprise

Linus Red Hat 8.0

hibernate-core
Library 5.3.15 Final

Build SBOM

= (Generated during the
software development
lifecycle

Deployed SBOM
=  Generated after
system is deployed

Postgresql94
PostgresSQL Global
Development...

Environment
IWO4dS ®d1naQg
palkoydag

httpcore Library
4.4.13

Components,
packages, and
libraries included in
the software

Software components
actively running on the
deployed software

Keycloak Red Hat
22.0.2
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Medical Device Manufacturer (MDM) Use Case for Build + Deployed SBOMs

> Produce Share Consume >
MDM FIELD REPS SERVICING HOSPITAL MEDICAL DEVICES
Generate SBOMs: . Remotely Generate
Source, Build, Deployed.. Encrypted deployed device Deployed SBOM
SBOM automatically loaded to ,o\
Import SBOMs MDM'’s cloud-based repo <—v < >
Verify T
Content/ Verified Secure Consume
SBOM SBOMs
Formats Repo
Repo updated with BENEFITS
Comprehensive SBOM * Accurate device profile

www.cotopaxiconsulting.com

* Targeted patching

* History of device updates

* Real-time system comparison
to pinpoint drift between
built and deployed device
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Typical Requirements

Essential SBOM

Management
> Produce Share Consume >
* Generate Deployed SBOMs in
Generate SBOMs: production and operations
Source, Build, Deployed..
Import SBOMs

CZ::Ief::t/ Verified Secure Automated Direct Pull Consume = * View, sort, filter
Eel S Repo « Automated Direct Push | SBOMs received SBOMs

* To authorized entities

* JSON, XML ,SPDX, CDX formats
* Immutable, controlled,

secure storage

« SBOM history

* Secure, authenticated
common exchange point
between suppliers and
consumers



Advanced SBOM Operations

What Organizations Do To SBOMs to Increase Their Value
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SBOM Management/Operations

Essential SBOM

Advanced SBOM

Management Operations
> Produce Share Consume >
Generate SBOMs:
Source, Build, Deployed..
Import SBOMs
Verify Verified
Content/ SBIOIM Secure Consume |
Repo SBOMs
Int Formats ~
erface to Dev | Purchase/ B Query
Environment 4 | Acquire S/\W
Compare |« 7 y .
1 » Compare
VD, Analyze Risks: Analyze
Other Security, License, Risks
sources Compliance...
A A T S
Enrich, Tailoring | External
Augment 1 —_-——— = Interface:
S — Enriched Merge VLeg:l, %Rgtc’
eports: , o endor
VDR, MDS?, S%_ Multiple
EOL... SEOM SBOI Ms




. . Essential SBOM Advanced SBOM
Typlcal ReqU|rementS Management Operations
> Produce Share Consume
Generate SBOMs:
Source, Build, Deployed..
Import SBOMs
Verify T
Content/ Verified Secure Consume |
SBOM SBOMs

Formats Repo

Interface to Dev
Environment

Compare |«
¥

Analyze Risks:
Security, License,
Compliance...

wy'

Other
sources

A 4

Enrich,

* Disposition vulns

Compare SBOM builds & versions

Identify / deduplicate vulns

Score vulns

* Discover licenses

Regulated: Review, approve, sign

* Mitigation score
* Industry-specific

VDR, MDS2,
data EOL ...
e Patch info
e EOL

* Customnotes . cystom Reports

* Regulated: Compliance

reporting

Augment 1
Reports: VEX,

N
l Tailoring |
— . - 1 - el
Enriched Merge
SBOM Multiple
SBOM SBOMs
M I

/

* Enriched SBOM

incorporates supplemental

data and documents

Purchase/

g Acquire S/W

A

A 4

Query

A 4

Compare

Analyze
Risks

External
Interface:
Legal, GRC,
Vendor Mgt...




Product Documentation Required to Supplement SBOMs of Medical Device Software

> Produce Share Consume >
Generate SBOMs:
Source, Build, Deployed..
Import SBOMs
VT FOR FDA COMPLIANCE
Content/ °* “Certified” SBOMs for Secure SRS
issi Repo SBOMs
Interface to Dev Formats regUIatory submissions > | Purchase/ b Query
- Environment 4 | Acquire S/W
Compare |« y Y .
1 » Compare
IVD; Analyze Bisks: [ Analyze
Other Security, License, i Risks
sources Compliance... | |
FOR FDA COMPLIANCE (Title 21 Code of Federal Regulations (CFR) )
« MDS?2 + Tailoring | External
R p— Interface:
* EOL _ _ Enriched Merge Legal, GRC,
* QMS integration SBOM Multiple Vendor Met...
 Quality System Regulation —-sgoM SBOMs
(QSR) compliance - M —1
 Cyber metrics such as e

patch ratio and patch
velocity



. . Essential SBOM Advanced SBOM
Typlcal ReqU|rementS Management Operations
> Produce Share Consume >
Generate SBOMs: .
ST, X, e e Pre-purchase Scoring of Target S/W
* SBOM security risk
Import SBOMs * Vendorrisk based on combo of SBOMs
- * Compliancerisk
Verify Verified
Content/ SBOM Secure Consume |
Formats Repo SBOMs
Interface to Dev | Purchase/ b Query
SO « Compare SBOM builds & versions Acquire S/W
SOUEETD | | 1 Compare
¥ . . * View, sort, filter, query p_
: * Identify / deduplicate vulns .
VD Analyze Risks: received SBOMs
’ . . * Scorevulns ) Analyze
Other Security, License, ) ) ] « Compare versions Risks
sources Compliance * Discoverlicenses .
. . * Alerting e.g., new vulns,
* Regulated: Review, approve, sigh .
: Y - — —l— — — * Tailor data & component newversions, EOL
. Disposition vulns Enrich, l B Iaiioring _! levels for inclusionin ’ SBOM.“SIT score IE:(tefmal,
ot SERonE 1 SBOMs to be exported * Supplier risk score o
* Mitigation score Enriched Merge Xp —egal, GRC,
e Industry- ifi Reports: VEX, . | Vendor Mgt...
stry-specitic v SBOM Mutltiple |-
data EéL J SEOM SBOMs Flat m?rge of SBOMs
* Patchinfo M I from different apps * Interface to external
« EOL . * Multi-level, hierarchical systems e.g., CMDB,

Custom notes « Custom Reports

* Regulated: Compliance

reporting

e Enriched SBOM
incorporates supplemer
data and documents

merge of SBOMs, e.g. all
SBOMs within a single
product or system

GRC, asset inventory,
vendor management,
risk management



Essential SBOM Advanced SBOM Vulnerability Monitoring/

Typical Requirements

Management Operations Management
> Produce Share Consume >
Generate SBOMs:
Source, Build, Deployed..
Import SBOMs
Verify Verified
Content/ SBIOIM Secure Consume
Repo SBOMs
Int Formats
erface to Dev | Purchase/ > Query
Environment l T | Acquire S/W
Compare |« y Y .
1 » Compare
IVD; Analyze Risks: Analyze
Other Security, License, Risks
sources Compliance...
v R
Enrich, Tailoring | External
Augment 1 ———— = Interface:
N — Enriched Merge VLeg:l, c:ng(t:’
eports: ) . endor voo
VDR, MDS?, S%_ Multiple
EOL... SEOM SBOI Ms

—_—

Discover Disposition Patch | Monitor I Alert

Pre and Post Deployment Vulnherability Monitoring




Typical Requirements Essential SBOM Advanced SBOM Vulnerability Monitoring/

Management Operations Management
> Produce Share Consume >
Generate SBOMs:
Source, Build, Deployed..
Import SBOMs
Verify Verified
Content/ SBOM Secure CSOS(S)LI:,In;e
Interface to Dev Formats Repo P
- urchase/ > Query
Environment T | Acquire S/W
Compare -
T » Compare
VD, Analyze BISkS. Analyze
Other Security, License, « Continuously monitor : Risks
sour?es .C.:t?mplnance... secure SBOM repo for
* Discover vuln.erabllltles L U A new vulns
before releasing SBOM Tailoring | /1/ External
I M Augment 1 i i Interface:
« Add diSpOSition -i Enriched Merge e Alert Consumers Legal, GRC,
of vulns to SBOM  Reports: VEX, SBOM Multiple and Producers of ETEED 1
VDR, MDS?, e i
and VEX reports EOL ... SBOM SBOMs discovered vulns
I\/— | A
* Check and notify
—_— patch status
Discover Disposition | Patch | Monitor I Alert

Pre and Post Deptoyment Vulnerability Monitoring



. Essential SBOM Advanced SBOM Vulnerability Monitoring/
SBOM Management/Operatlons Management Operations Management
> Produce Share Consume >
Generate SBOMs:

A 4

Source, Build, Deployed..

Import SBOMs
Verify Verified %a | Consume
! . | SBOMs

Content/ "I SBOM >
Repo
Interface to Dev Formats — P | Purchase/ J > Query
Environment A 4 | Acquire S/W
Compare |« 7y .
» Compare
v |
VD, Analyze BISkS: Analyze
Other Security, License, Risks
sources Compliance...
\ 4 _— e
Enrich, Tailoring | External
Augment 1 —_-——— = Interface:
Enriched Merge Legal, GRC,
Reports: VEZX, SBOM Multiple Vendor Mgt...
VDR, MDS?, o
EOL... SEOM SBOMs
I |
Discover Disposition Patch | Monitor I Alert
/

\ / . :
Pre and Post Deployment Vulnherability Monitoring




SBOM Management and Operations Is a Journey:
Each organization is at a different place based on their needs

Generate SBOMs:

5 Source, Build, Deployed..

Import SBOMs

Verify
Content/

VD;
Other
sources

Formats

Enrich,
Augment

Verified
SBOM

Reports: VEX,
VDR, MDS?,
EOL...

Consume
SBOMs

A 4

Query

A 4

Compare

External
Interface:
Legal, GRC,
Vendor Mgt...

o=
Tailoring :
——=r-
Enriched Merge
SBOM Multiple
e SBOM SBOMs
—esSBOM [
—
Discover | Disposition Patch Monitor | Alert

erability Monitoring
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